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Practical Research on Lightweight Encryption Technology
in Trusted Transmission of Electronic Data
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Abstract: The theoretical introduction points out that liberal arts experimental data have dual requirements for real-time
performance and integrity for lightweight encryption when circulating across nodes, and this paper conducts progressive research
around this demand. The article first analyzes the low-consumption and high-efficiency characteristics of lightweight encryption,
then defines four core requirements for trusted transmission: integrity, tamper-proofing, identity authentication, and efficiency
balance. Furthermore, taking the academic data transmission system of a liberal arts laboratory in a university as a case, it analyzes
three major bottlenecks: algorithm adaptation limitations, lack of node collaboration, and insufficient dynamic evaluation. Finally,
it proposes three practical strategies: algorithm selection based on data characteristics, collaborative optimization of link nodes,
and a dynamic real-time evaluation system, forming a complete closed loop from demand analysis to strategy implementation.
The expected teaching outcome is to provide a replicable encrypted transmission paradigm for liberal arts experimental teaching,
reduce the risk of data leakage and improve research efficiency.
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